4 



4 



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



In Re the Application of 

Filed: 

For: 

Serial No. 



: Shigeru SUZUYAMA, et al. 
: Concurrently herewith 

: METHOD AND DEVICE FOR NOTIFYING. 
: Concurrently herewith 



o 



Assistant Commissioner for Patents 
Washington, D.C. 20231 



January 9, 2002 



PRIORITY CLAIM AND SUBMISSION 

OF PRIORITY DOCUMENT 



SIR: 



Applicant hereby claims priority under 35 USC 119 from JAPANESE patent 
application no. 2001-238496 filed August 6, 2001, a certified copy of which is enclosed. 

Any fee, due as a result of this paper, not covered by an enclosed check, may be 
charged to Deposit Acct. No. 50-1290. 



ROSENMAN & COLIN, LLP 
575 MADISON AVENUE 
IP Department 

NEW YORK, NEW YORK 10022-2584 
DOCK£T NO.: FUJZ 19.316 
TELEPHONE: (212) 940-8800 




11107888.64 



Bi 4- m ^ pf- /T 5 



JAPAN PATENT OFFICE ^ m° 



This is to certify that the annexed is a true copy of the following application as filed 
with this Office 

m m m M B 

Date of AppUcadon: 2001^ 8^ 60 



m m ^ ^ 

AppUcation Number. #M 2001-238496 

A^pUcaiJtfs): ^ ^±jl*f?^^?± 



2 0 0 1^ 10 ^ 1 9 0 

— A n] M 

Commissionet, J " I ^^^mM ^ CT ^— I f^ lltV 

Japan Patent Office f " * • ^ [ffi^j^j^^ 



mU^^ 2001-3092394 





#2001—238496 
0150159 

^^13^ 8n 6B 

H04L 12/28 
H04L 12/58 
H04L 29/14 



mm^mmw^^^-^mm 2 r § 2 s i m±mm b 
mmmmmm^^m-^Mn 2 r a 2 # 1 # m±mm h 

2^ 5 zi n /r - a > • i/ X 7^ A ^#^fc 

000005223 

100090011 

MM 

023858 

21,0O0R 

mm^ 1 



1 



2001-3092394 



#2 001—238496 



m^^] . 0® 1 

[#>f^i&] mmm i 

C^fi§^ft^##] 9704680 



2 



ffiH^ 2001-3092394 



#2 001—238496 

imm^^] mmm 
im^m 1 ] 

-fe ;^ $:^*iT T -fe ;^ T' ^ o ^ 9 >r r > N i(^>^ 7^ 

/ 

)v-^izmm^nx\>^^^ii^nwLthr^-^--/imm'^mm^mna 



1 



2001-3092394 



#2001—238496 



[0 0 0 1] 
[0 0 0 2] 

icfevNTii, ^^>rr>htt. m^, v^^. 

^<3DW$g^^'i7>n- K^t-Sri:^, FTP(File Transfer Protocol)-9--7l3b> 
[0003] 

[0 0 0 4] 

-rT>hlC, X^-Jl^-«f>ilM^^H|(^0^S:iff«ec)fe«)OICMP(Internet Contro 



2 



£fill# 2001-3092394 



40 



#2 001-238496 




1 Message Protocol):^n h 3;i/(3D^$feai^;f^|g:< _ ^(Destination Unreac 
hable Message) S:^"t"o 
[0 0 0 5] 

[0 0 0 6] 

m^it. rL-ifii, ^;a:^-9->r hcDB0^^, yT>(}\y^^yu-\^tSiif^^io 

•7 - ^ ?W S: ± If -5 - 0 ic % ;^ o T V ^ o 
[0 0 0 7] 

-9- — /tjSj'^SNMP (Simple Network Management Protocol : ^Mi^^V W — 
Xli|S|W^[H&SNMPx-t?a:> haigT'SNMP-^:^^- S^-V^tCM^-r-S 3 t oTIg 



[0 0 0 8] 

mmt>mm L^^t^^ mm] 

a 

[0 0 0 9] 



3 



ffilE^t 2001-3092394 



i|#2001 — 238496 



[0 0 10] 

T ^ -fe >^ S: ^ U igf < -5 o 

[0011] 

o 

[0 0 12] 
[0013] 

4 ffiiiE4t 2001-3092394 



#2001—238496 



[0 0 14] 
[0 0 15] 

^ ^ -r T > h T' ^ d i: b ^ 11- n « ^; e> ^ V ^ . 

[0 0 16] 

S r ^ $:*|< r h SriUS h -r S o 
[0 0 17] 

[^M$:^^^^fci?)®^|g] 

xr^-k:^x^fjii!}^^tc^^^ryh%:^m^&mi<DX7^^^^t. 
x^fjt^^^r^^^4ryhizm^^^ms(D7.^^y^t^m't^^t.^nmiiv 



5 



2001-3092394 



4^2 001 — 238496 



[0 0 18] 

T ^ -fe :^ t- S zi i: oflg ic ^ S o 

[0 0 19] 
[0 0 2 0] 

:^mM(D'*)'-Amm'^mm^mmit> ^Pj^< i:t;-9--/i;5:l>*:^^y ^'7- 
[0 0 2 1] 

t)f-t^->'^'^[^a^gISl3$:^iK.Tv^-g>. ^^^s, r®ftfi<D«^M^ii, =g^M-rso 

^[Hii^^SlOO{Ci:oT, ^^m"??^ S <fc e) lc;5io T v^So r®MT'tt, if-/"? 



6 



ttHiEif#2 001-3 0 92394 



#2001—238496 



[0 0 2 2] 

[0 0 2 3] 

m 

[0 0 2 4] 

t.tc. ■9--Ai^#Mffilfisii*^-tJ-~A3otcr^^-fex$:f^*tfe^'^-rr> h2o^^ 

20 [H & ^ li J; V ^ o 

[0 0 2 5] 

w 

(»^«3, #|H3) , 

[0 0 2 6] 
S (#SH4) o 

[0 0 2 7] 



7 



ffifE# 2001-3092394 



#2001—238496 



[0 0 2 8] 
[0 0 2 9] 

[0 0 3 0] 

^ ^ -r T > h 20 ;b^3l^M L >5r »y h & - ^n'SO IZtpm-t^ iz MM $ *i T v % <5 

mLfc-^-^^y h^. u^x\tm(D;v--$tmmxm^^'^-A30izm\-fxmiii't^ 

a 

[0 0 3 1 ] 

mm) . xit^m-tsm<D;i-^(Dmwmzj:^x. mm^-^-^Mzm^x^tj^ 



8 



ffiSEiff 2 0 0 1 - 3 0 



#2 001-238496 




^ ^ -7 >r T > b 20C iBi i-t T m:^Ji- S o 

[0 0 3 2] 

Tiaii^ -5 ^ i: rTIS (C :^ 5> o 
[0 0 3 3] 

[0 0 3 4] 



>>KZ) ck e) ;V - 1? 40 H ^ 3 tl T V ^ S o 
[0 0 3 5], 



V 



g 



miiE# 2001-3092394 



#2 001 — 238496 



[0 0 3 6] 

T=feJ:V> (#137) o 
[0 0 3 7] 

[0 0 3 8] 

-i^>lllg (Ef^^-fr-f) MSNMPV:^-S;-Y#|g*'5, SNMPni- i^ai >>:^ 

V 

[0 0 3 9] 
[0 0 4 0] 

mufe^^^r r> h2o<D, ipt Ki^^tc5i<r^s;L7t^-;i/T ki/x$:^5^ 



ffi|iE# 2001-3092394 



#2 001 — 238496 



[0 04 1] 

10). 

[0 0 4 2] 

t-^t)t>, i^--/N'^(Bji^SI5i3ij:, -t^--/^'30^CT^•fe:^T'^?5;:?^)^ofe^ 
^>rT> h20tC-9--A'30<D|?§;b'5^IHbfc:ii:$:ji^-r€>f^t)';{C. ltW;b^m[0 

•So 

[0 0 4 3] 

m^^^\^r^V--A30it. e#(D|^«7b«mi0bfer 2l$:mT^iz:^T'^;&*^o 

So 

[0 0 4 4] 

«*^«(0LfcrilSra^T'^<S (#IBll) o 
[0 0 4 5] 

h^-;i/r Ku:^5^-^;i/i:. i^^>rT> N20©iPr KU';^'*#i:icS^#, -IJ- 



1 1 

% 



miE^ 2001-3092394 



#2 001—238496 




[0 0 4 6] 

Z<DJ^Z>iZJ]/-'$CA0mf)^<c>V1,t^j:<. •9•-A30{R!I*^ 6>^^-rT> h20Xit't(D 
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$:-^tJ-9--A^(B^mg|512, ■9--A^IHji^aS13, SMTP^ -;i/ji#Sl7, IPT K 
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[0 0 5 8] 

W^m^ SNMP h ^ 12 - SNMP-e - ^ iCil^ SNMPX - ai > h 

32$:^i;iTVN^„ r C^SNMPx- i/'o: > h32tCli, -9"- A|^§^iHii^igSlOO(^>S 
NMP V :^ - i;^> 16*^SNMPV - ^ L T ^li $ n T V ^ -5 „ 
[0 0 5 9] 

30j{)^ltW4'lCT5'-fe::^S:f**^fe^^-f T> h20®IPr K ^IPT F U^t^-^ 
[0 0 6 0] 

•9--A^f0^maiS12ti, |gm*fi^-y--A30;^)^e>(^SNMP h^^y^^y-^-v^sn 

■^ry h2oizMLx-^-'A(Dmmm.mm^^^'^. 

[0 0 6 1] 
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MAC(Media Access Control) T K l^>^^#CD^(3DARP(Address Resolut 
ion Protocol : T ]^U7.m-^^U h =2;b)^tg:5:t>'|^W^m/it^© fe4b<Z) ICMP# 

[0 0 6 3] 

mB-^-T) $:#MLT, ^(Dj-^^^y h^ma^^^^^-h^m^-t^o 

[0 0 6 4] 

, 62Xm^-^n. heUZlt. ^v-rT>h20_l, 20_2, 20_3 (W^ 

%vVmz\%^ •9--A30_i, 30_2, z^_zm^z^xm^^^z.}Lif^-ih^o ) 

[0 0 6 5] 

Z.<}:>i:^tSim^(J^%V VV-^\ZiB\\X\%. MAii, ^ ^-r T> ^20_l;^)«•9-- 
A30_UCT^^^2;^-rSfc«)^CJilffiL;t/^"^»y hli, ;i/-^Jt40S:MSLT-9-->''^30 

.uci^M ^ ti s zi i: ic ^ s o 

1114(1) ii, -9--/^'lif§^ffiSPll;?)^#^-t-'5IPT K VX7^-:/;i/7i(D^^M^^ 
LTV^S. 3©IPT K^;^7^-:/;i/71li, 7^-:/;i/71a, 71b, 71cT'#fig$tXT 
fcU. 7^-:^;i/7lbtt#-9--A{cr^izx$:^*TT^i2:^-e^;&55)^ofei5'^>f 



ffi|iE# 2001-3092394 



#2 001—238496 



[0 0 6 6] 

^^fc "^^^ry h<D-b-->'N'^-y;i/72bic^3tts$fcsIu >^##S.t>*S^u 
7^-:;^;i/7icii, 7^-:;f;i/7ib® "iJr r > h IPT K u r^fe^U > 

[0 0 6 7] 

7"-:;^;i/7iba. |sigf(2)®7=— ^;i/72b{c^-t J: e> tc, ^^>fr'yh<Di 

r Fl/^7^->^;^73$:^LTV^^o z:<D7^-y;i/73li. ^^^T> h®IPT Ki/ 

"efe<5„ 3®7^-:;^;i/73fc«^^ipr F^;^tc^/^:^s^-;i/r Ki^;^$:^^-r 

[0 0 6 8] 
[0 0 6 9] 

>^5^y ^TlOl ; ^^>r T> h20_Ui, it- ASO.UCT ^ •fe>^.-r-5fei?)(DIP>'N°>!r 
[0 0 7 0] 

I117(l)li, IP7\°>r^y h 801(0^ ^$:5tLTV^ So 3® IP^»y ^(Cli, IP/N°>r 
>yh® ^mm7tl?r (= "172.27.179.151" ) J r^^felPT K^>5. ( 

= "172.27.178.80" ) J A^•^*4^TV^So g|7(2)li, TCPA>5r >y N OD^x >y ^^3^ 
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>^5^-yyT102, T103 : IPA>r>y h801$:c^^-r'S>;i/- ^40tj:> ■t^>^:^^yh62 (m 
3#M) lC|Bl*>oT-b--A30_l(7)IPr KU^^lCM^S-t-SMACT K STM^t" A 

[0 0 7 2] 

:^7^'y ^T104 : ^ 40ld:. ICMPIg^fcPJ^^Ig^ yiz- i^'SOSS: ^ >f T > h 20 
.HCjgiHt-So ^ »yfe- 2^803 >fr> h20_l<^)i^'f^#«, it-A3 

[0 0 7 3] 

^7^'y yilOS : ;i/-^40tC feVAT, -9-- Al^W^m^Plltt. i^-A30_l(IPT F 
1/^= "172,27.178.80" )&t>*i^ T > h20_l(IPT K l/X = "172.27.179.15 

1" )mP7\^i/7.^i?7 \^U7.9--:fjv7i (®4#M) icu > ^'j^^-e^ls^f 
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[0 0 7 4] 

>^^'y yT106, T107 : -9-- A'30_l®|^W7b^^lB-r -So ■9-->'l30_l®SNMPX- 
ai>K32 (ia2(2)#fi^) li, l^wmiBSr^t-SNMPh^^y y•fe-2;^804S:;l/- 
^40^ci5IM•t5c 

X5^-y^TlQ8 : j?40{CfeVNT> if- A«[H^mgP12tt, SNMP-T^^-^^^ie 
SrMffibTSNMPh^^y ^y i2- i;^'8045:^M r 

[0 0 7 5] 

cfi©-9--A30_ucr^i2;^^^*^^^>f T> h20_i(DiPT KW';^= "172.27.1 

79.151" ^^^L, rCQIPr Kl/>^{C^jJ&-r€>:A-;i/r Kb>^= "Sato@xxx.yyy 
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.co.jp" $:^^>rT> h:i-;i'r KU:^7^-:/;i/73 (®5#R^) A^e)^3^^So 

^^-;i/805$:j2im-r-5o 
[0 0 7 6] 

msit. ■b--7'«IifW^IHji^:*-;i/805$:^LTfe»;, :i®;i-;i/805icii. 
-;i/<D9S5fcr KUX= "Sato@xxx.yyy.co.jp" ; i:<3D 
=S[BL^-9--Ai&(IPT Fb^)= "aaa.bbb.ccc.co. jp(172.27.178 
.80)" , :kZJ^mmmm= "yyyy/mm/dd HH/MM/SS" tf^m^tlX\^^^o 
[0 0 7 7] 

Xx_2L^I110: ^^'TT^ h20_l<Z)g|f^#li, :?l -y^SO.M?::^ LT-t^- 
[0 0 7 8] 

i^Tfc, Ay^'7z!L-y.M. ^-nwm^mnu -t^-/^'«^B^mspl2, ^t; 

[0 0 7 9] 

ysloo : :£.-7.m%. v^yrzf^) v ^^2. (EI2#M) 

6(D;^-r»y::/'TlOl#M) = 

^SlOl, S102 : 4 JL~y^AUt. 1?/-^^-^ N801®^5fci^-A30_l<Z) 
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:7.5^^yysi03, SI 04 : m^c^^W^^AWlc, ARP/;^^^ ir - b 7t 
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[0 0 8 1] 

ysi05. S106 ;^LT. ^ > ^ 7 x - ;?.4Ui, J^lb'^ib f^tlta "gl^EI 

5f5^V^^-a', "T^fc-^, i^-A30_l7!)^^e)*^(^)|tST'^?JLhbARP^&^S:^ ^y-fe-S; 
S:JgmT'^^&V^^-^, iJ7 r > h20_l^a) ICMP^ n h 3;i/lC J: S^B^fc^jt^lg 
;i vy-fe_i;803(7)i^'fi$:^>f >y^7T^U ^y i^42lC*f LTg^-T <5. 
[0 0 8 2] 

fiA±. ARP^5^;i >y -fe - s: ^# b ^ izM^mm^m :^v^-i^^mm 

z:®-b--y'?lt»^msiuc^'^-rr> h20_mt>*-t^-A30^i<^)iPT Kb^$:ig-r 

[0 0 8 3] 

::^^-y^S110. Sill : -y-- Al^W^ffiaslU*. " ±IH©EI 9 (r>7.'rv :/S107T*^ 
LfcJ:e){C, >^ :7i-:^41:«)^^^'9-r T:^ h2O_1^0-9--A3O_l(DIPT KU' 

[0 0 8 4] 

^LT, -9— AUtW^mSlUi, IPT Fl/X-5^->^;b71(Z).|^CD5^-y;i/71alC 
lt#;<)^l§^Lfe-b--A30_10DIPT KU'>^= "172,27.178.80" tlT 
^^$nTvv§#-^, :/sii3tC3it/„ 
>^S112 : ^^^nTV>?^V>^-a-, i^-- A|S|#^mg|Slll±> i^--A30_l©I 
PT KU>^S:5^-::^;i/71alc^^LT, ^S113tCjitfo 
[0 0 8 5] 

^S113 : -tf--A|^*^mSPlltt, IPT K >^;b71(^|^(D7^~^;i/7 
lblC-9--A30_lCDIPr Kl/>^ICU UT^'^'TT^ h20j;iCDIPr Kb:^= "17 
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2.27.179.151" ^^mir:S>o 

mz^^^ry h2o_i(Z)iPT \^\yy^ijmm'^tir\>^^m^it^m^nt> 

[0 0 8 6] 

h 20_i f)K ^- /^30_i ic Mj* #tt StiTiPT Ku;^5=- - :/;i/7i u r tc 
--B'lKa)}*, moic^Lfe7n-M(i)iiM^*;, IPT FUX5=--:/;b7icD5^-:/ 
[0 0 8 7] 

7^-:f;i/73{c^^3nfe^^>rr> h^iPT Ki/;^5^-^;i/7uc3iiSf 

X5^-y-^S120>^S121 : -th- Al^W^mSPlUi, > ^ :7 x - :;i41*> ^ ^ T 
> h20_l&r>''9--A30_l(7)IPT IPT K >^;i/710|:^®5^ 

-^;b71afC|^**'«|§^L/fe-t?'->'l30_l®IPT KUX= "172.27.178.80" 7b^^# 
34xTVN-5;b>^*>$:1^sgb, ^^snrvNS^-a-, :^7^»y:/S123lC3itfo 
[0 0 8 8] 

X7^-yysl22 ; tlT V^?^ Vn^-^-^ if- AKW^mSPlKi, it- A'30_1(DI 

PT K^;^&x-r^;i/7iaic^i^LT, x-r^y ysl23^ciit^o 
;^5^yysi23. S124 : iJ--/t|fi|^^ffi^iiid:, ^'^^yy K:?^ -;^T 
- >^;i/73{C ^ 5 -r T > h20_l*^^#$tlTV^^:;()^^:^)^$:^^L, ^^StlTVN^ 
V^^■^, IPT Kl/X5=-->^;b7UC^^^>rT> h^r^^itTJC^S&HT-t-So 
[0 0 8 9] 

^^l^r^S125 : 7^-:/;i/73{C^^>ry> h20_l (IPTKl/>?.= "172.27.179.15 

r ) *^^^$t^Tv^s(Z)-e, •*)'-Amm^w,mm. ■T--:/;i/72bic, ij--7N'3o 
_i{cu >^ bT^^>f T> >2o_i(Dipr y^uy.j^zj^^m^m^^B-t^. 
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^ ffi 1 2 <D # M i& # ^ S :7 □ - M ^ L T V ^ ^ . 

,X^^i2^S130: -y--A^IH^ffig|512li. SNMP h ^ ^jjl t - t;?804$:^m-r -5 
[0 0 9 1] 

y^S131. S132 : it- A^I0^m§P12lj:, SNMPh^^y «y-fe-i;804;^)^e> 
illM7C-9--A30_l<^)IPT Kl/X$:ffiffi-r-5i:i:=fe)lC. it- A^IBal^gpiaSr^m 
LT, it-A^l0ji^gP13tCit-A3O_l(Z)IPT KU';^$:?S-t (I^T108#m) » 

z.<Dm^. .it-yl^f0Mffigpi2iiit-/l3O_i<^|^$^IH$:^^ffii-S ^ i:=blc, 
it - /N'30_l® ItW^'^m IHL^rh$:it - /'^^ (H ii^gpiStCji^^ -5 ^ ^ ^ -5 » 
[0 0 9 2] 

iai3tt, 0 6lC:^Lfc||JgM(l)(Z)X7^^y^TlO9lCfeltS, ■tt->''?^rHa^^Pl 
3® J: y n -M ^ ^ L T V ^ S . 

X7^>yyS140. S141 : it-A*^[Bjl^gP13li, IPT K l/X5^-^;i/71(Df^<D7^ 
-:/;i/71a (Bl4(l)#fl^) (C, |lI12<DX-5^^yysl32T'it-A^IH^mSP14:^^^?g 

3 ti [Hit - A3o^i ® IPT F 1/ ^ ti^^m -^nx^^^fi^^ts^^^mh. 

[0 0 9 3] 

y^^V >^S142~S146 : it- A30_l<Z)IPr K UX35)'J^li$4xT V^-5#-^, it- A 

^IBii^gpisii. 7^-^;i/7ib{c^#$4ifeit-A30_ucU >^ LTt^T®^^ 

^-f T> h^-;i/T KWX7^-^;i/73 (|gI5#M) J: U^f^bT-^H'lt-r-So , 
[0 0 9 4] 

:^5^y:/si47, S148; it-/i«i0a^§pi3ii, — ^fslSSinfc^ -;L'r K u:^ 
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fi^^^m^. r(©;*-;i/T Kl/y^JStZ). •9-->'^30_l*^^IH L t Zl i: $:^t-9--A 
l^§^IHji^^-;b805 (0 8#B^) S:SMTP^'-;i/j||fS8P17lC?SL, ^(DT.'rv 

[0 0 9 5] 

;^^-y^S149 : i?-- A^IHa^g|$13«, IPT \^V7s^-'f)\/l\t[^^'^-'AZQ_l 
Z5Ll>*ZltilcU >^$ti;t^^-rT> hOIPT K U';^ ^rim-Ten 

[0 0 9 6] 

^=y>{yy h2o_i*^|i|Wct>(D-9--A30_ucr^^-fex$:^a;^^7^^Mi:-b--. 

[0 0 9 7] 

^ZIT', •9--A^IHjl^§IS13tt. EI4(2){C^Lfe^^^MS:^#'r'SIPT Kl/ 

o 

[0 0 9 8] 

Xii> •9--y<^l9jt^^i3^^ iJ— /■?3o_i(O|^W^f0iC'0^t)e,-rM»iet;ic^Hi* 

IPT FU'>?.7^->^;i/72b®^^^M*^-^^r^JK;±laT'&§^'^-rT> 1-2 
OCDIPT F «fc e) IC LT J: 

JSefe> E[6(^):^-5^^y>^Tl07, T108 (Xliiai2cD::^7^^y ^Sl3 

0~S132) tC^SVNT, iJ--A^[B^ffiSl2*'?, SNMP h ^ -fe- i;804&^'fi 

It »m fH 5: ^ m S 3 ^ «r 11 T' ^ S o 
[0 0 9 9] 
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mult. >r >^7x-:x4l<^)^a7^-'0aJ(2)$:^bTv^s, zomMyu- 
m (2) (r>7.7-^V T^SlSO—SlSTli, 0 9 bfe>r>^7x - ;^4i(?)^a.a7 n -M ( 
T/SlOO—SlOT^lBl^T'fe U , ^0.^:7 0-^ (2) D —e^iJd) ^ ;()^ 

[0 10 0] 

r<^)^i|•7^-(2)^CfeV^T, ^ >^ 7x-:^41tt, ^6®X-5^y^T102, TIO 

3^CSV^T, mX\-t. -y--y^'30_l}^)^e)®ARP^£i;^;t .y-fe-^:;?$:^>fgL^«-^, -9-- 

A30_i*^l$W4iT'j&VNi:W»rL/, iPT Fu;^-?^-^;!/?! (S4#M) ^c•t^->'t30 

t>> lt«tfIT'feSi:^^$tlTv^s#i^, -9— A30_l(Z)|^W*'«^[HL:fei:W»TL 
Ami0ii^SI5i3 2:^Hi&-r ^ i: ^{c, -9-- A^[0ii^SP13JCM;^)^m(0 L/ 
;t-»^--y\'30_lCDIPr KU'>^S:ji^t-<5 (S14>^7^ ::^S153, S158#fi^) « 
[0101] 

±IH®J:e)lC, *^^(Z)^JfeM(l)lCj:tlti, |«^cfJ<D-9--/l30tCT ^ ir;^ 
[2] ll;6feM(2) 

: ICMPJg^fcai^^tg^ >yl2-i;?lCj:S-!f-A|^*Mffi, .atJ^^^ ^^T T > h ^C■^^- 
- A 15 L ?t I^S^ (B 

EIl5(l)(i, *l§W^C'^S-b--y^'|^*^IHii^^SlOO(D||^gM(2)$:mLrv^ 
S. r<^-9--/"?|^^^(Hjt^^®l00ld:, 02{c^Lfe^J6^J(l)i:l^^tc;i/-^ 

[0 10 2] 

■9- - Aitw^ (Hii^^giooo^^ mmm (d ® - fHii^mgio 

O0^figi:lRf^-efe-5*^ EI2 ic:^L/3t^'^>rT> h;i-;vT Ki^;^7^-:^;i/73 

[0103] 
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t fe, SMTP jji - j]/mm3i7i!)m 3 ©-9- - /^3o_m ^ a t..Lx b x 

So 

[0104] 

EI15 (2) li, (2) <Z)-9- - v'N'l^*^ (Hii^iSMiooic^^S f •& ^ - >'130(Z)« 

^MSratLTiSU, r(Z)'9--A30tt, ^IHjI^;* -;i/3iMgP3U SNMPx-i;x> 
h32, SMTP>l-;i/j^M§|$33, P0P^-;i/^M^34, JSttKe^ T > h ^ -;vr F 
1^ 7^ - :/;i/35 $: # ;i T V ^ s „ 
[0 10 5] 

SNMPX-S^x> h32{Ctt, 1?--7'?|^W^IBii^^«lOO©SNMPv:^^-i;^>l6S:S 
NMP - i: L T ^ It S tl T V N S o 

POP ^ - ;i/ ^ M 34 , « ^ ^ - ;i/ 5: - ;i/ u T V N ^ ;t - ;i/ +>- - y 30_M e> 
, P0P(Post Office Protocol):/n 1> n;i/:&0TCP/IPr^n ^n;^S:^v^T;<-;^ 

[0 10 6] 

■9--A30lClj:, ^ib, IKS tC^Lfe-9--/N'30_M$:^-;l/iJ--Ai: UT^0L/T 

r Ku;^>7=-->^;i/73tim^T*fes. 

[0 10 7] 

:?';i/75<Z)— MSr^bTVNS. zicD5^-:/;i/75ii, •9--A30_i~30_3(Z)iPr 

[0 10 8] 

®i7«, *^^®iij6M(2)®^!is^jiBM$:atUTv%So z.(j>*/m.^n.mx\% 
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[0109] 
[0 110] 

-7^30_l75)^^(DARPtt^^^ -fe - i;^' ^ft L v^ ^ J: U , ;i/-^40:;<)^-y--A3 
0_1<Z)|^W U i?-- AM^HiSPll^^-b-- A30_l^Df^ ^-f 7 > h 20_1 5: 1 

Pr K i/;^7^-y;i/7nc^^f-S d i: li, 0 6 <^)||S6M(i)ox7=-^y ::^tioi~tio5 

[0 111] 

>t>7^-y yT206~T207 : A30_l(D|^#jb^^IH -y-- A40CDSNMPX- S^x > 
h32A'C-9--7l30_l(Z)|ISW^IH §:^-tSNMP h ^ y'";* -fe - t^SU^riflffit- So 

map 12 liSNMP h V ^y ^ ^y -fe - S^Sl 1 L T i^- - /t30_l© IB b Zl 

[0 112] 

&.±(D:^ 7- V ::^T206~T208«||J6M {X)(r>7s'rv ^T206~T208 iL & S „ 

7.^V^11^% : -b--A^fHji^gpi3li, |§|4 tC^bfclPT F 1^^^- >^;L'71 

#MbT, r^i0L^-9--A3O_i(Z)iPr Fb:^i:z:®iPT Ki/:^{cu >^ LtS:, 
MA«^^-rT> h20_l, IPr KbxiiTb^ej^S l/n- Kj i: fejc 

, IPT K^'^5^-':^;l/71*^P,ml/^- KSrg'JBiS-r'So 
[0113] 

$^{C, -b--/t^(0ji^§pi3ld:. ®16lC^L;^i^->''«^-;i/T KUXt^--^;!/ 
75*>e>I^W^IHU;t-»^->'-«30_l(DIPT F b:^ tcMfSt* -5 -;i/T FWX> f 
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y^&fftmb, Z.(D:pI-;1/T KU'>^i:S4 A^e>^ftffibfe^^3- KS:SMTP^-;i/j|| 
[0 114] 

:^7'y:fl2iO : SMTP;>i-;i/SIMgpi7tt, M:*-;i/T KU:^^{c^i/n- KT'«I 
^Stife^lHjt^^fciPT K -;i/8i2$:^ A30_Micj|iai-r'5o 

;i/8i2ii, i?--AiPr K i/'X= "172.27.178.80" i:. :l<^>-^^-/-^IPr Ku>^{cu 

>^ hIPT Kl/:^ "172.27.179.151" , "172.27.179.153", " 

172.27.179.157" , "172.27.179.161" tX*m^^tlX\i^^o 
[0 115] 

,^jTi^r^T211 : •9--y'«30_ltCj3VAT, POP^ -;i/S'©g|534l±, A30_M 

Wt^o r®^-;I/*^xy-;l/$4^rv^s^-^, pop;* -;i/^Mg|S34ii, 

[0 116] 

^(Bjt^^-;i/j2l#gP3Ui. ^-;i/lC|2i^$tlTV^StJ'^>f T> MPT Kl^^ 

icMj;s;t--s^-;i/T Ki^x &^^-f r> N^-;i/T K l/X7^-^;l/73>^)^^>^amt- 
-&o 

m(Dmm^\Bmm:^'-jvm8 0m)^^mi^sm?^-j\ymmm3izm'to smtp^ 

[0117] 

jfeis, mmmi2)xi,t. pop^-;b^fss34A^. M^eufc^ -;b-9--A'3o_Micr 
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, >l -;i/-!^-/'^30_MlCT^i2Xt-'2> J:e>^CbTt;J:V^. 
[0 1 1 8] 

S17{C^Lfe^i6M(2)lC^lt-5i^-A^IHa^§P13 (®15#fig) ^IJf^lHii 

^ a n - :^ L T V ^ -5 o 
[0 1 19] 

X5^-y^S200, S201 ; i^- A^[Bji^g|S13tj:, IPT K l/':^7^-y;i/7UC, Ht^ 
^-^m [0 U "9- - A30_l (DlPr\^U7. f)mm S tl T V ^ S ^ L , 3 4X 

X5^>y ::^S202, S203 : g^^g^T V^<5^^> ji^gpiSli, IPT F b^T^- ^;b7 
l*^^-t^-/130_l<DIPr Fl^:^lCU L/T«^i$tlTVNS^T<D^^>f r> h 
, 0tj;ildr^^>f r> h20_l(?)lPr Kl^^^rMffiL, ^^IBjI^^IPT FW:^«#^ 

-;i/8i2&#ftgi--5o ■ ' . 

[0120] 

^S204, S205 ; M^gpiStj:. flim^tlfe (UIW^fB Srii^-f^^) 

>rT> h2o<oipy K^:^*^^v^^^. ys208icji», r > h20(Z)ip 
c^^s -t s ^ - ;i/ r K ;^ m -r o 

[0121] 

:/S208tCaiti\ 

l5g<7)^[H3i^$feIPr KUX'!ff$g;!l-;U812 (|1|18#M) $:SMTP:*-;i/j||'fgSl7lC 
[0 12 2] 

Ts^vzfszQS : ii^glJi3ij;, IPT K ^>^5^-:/;b7l:^>^ ^ji?-- A30_i^t>*z:tilc 
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^StlTV>^^-^, |^Wcft®-9--yl30_UCT^-fe;^S:t*»;t^T(7)^Jr^>rr> h 
(DIPT K l/:^ ^mmm^^lPT K -;i/812T'-9-->''«30_UCji^f-5 J: 

z) (csMTP^ -;i/ji'fSgpi7iC'fi^M L z: ic 5 . 

[0 12 3] 

EI20 (2) 7^ >)/ :;^T2l uc J-t S ^ [H ji^ ^ - ;i/ j2l^^3l(Z) #0^0. 

;^7^^y:;/'S210-^S214 : ^(0^1^^ -;b3iM§|S3Ui. ^^Dt^lBii^^felPT K 
l^^'»#^-;i/812;bA^-b--A30_UCT^-fe:^Lfc^^>f T> h20®IPr Ku;^ 
Srfl&mb. :i<Di?7 }^ uxtt^^ ^ >( r y h:>i-;i/T K ^;^.7^-::^;i/35{c^^$ ti 

1«> =^[Hjt^>i^f^^-;bT Kl/;^IC, 7^->^;i/35$:#mLTmiPT Kl/^ICM 

o 

[0124] 
[0 12 5] 

i^-->'130_HCfeVNT, mfHjl^;*-;i/jiMgP3Ui, •9--A30_lS 

:$^c7)|^W7b^^l0 b^cr $:^-r ^ -;i/813$:SMTP^ -;i/j2l'fig|533$:|Sm LT, -tf" 
->'N'30_l®iKltcptCT^-feXS:|**i^i^^>r T> h20(Z)|^;&> T> h^- 

;bT Ki/>^5^-:/;i/35ics#$tife^^-rr> h20icM/;6t-s^ -;i/T Fi/:^^ 

[0126]- 

[3] mmmo) 
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mmm (s) jc ^ it s -i^ - Amm^ mm^mmooaymmt. ggis cd ic:^ u fen 

[0 12 7] 
[0 12 8] 

mm (2) i: u , nsw*'^^ fH L it -9- - /N'3o g # (c It «^ iH ^ -jvo^mm^ 

[0 12 9] 

^«50ti, m[0M^^-;i'MMg|551, SNMPv:^-5;-y52, SMTP^ -;i/ji>©§|S53, 

V^Sc Zl<©^-y;i/55tt, 0 5lCa^L/Jt7^-:^;i/73i:|^^T'$>-S = 
[0 13 0] 

[0131] 

023«, :^^mo:>mmm(ji)\zis\i[^^m^mm^^\^x\^^. z.(D%mm(.2d 
x\t. "^-^mmm^mnrnm^m. -^^v vv'-^mMmmo\z.n\^x. 
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[0 13 2] 

>^T300 : A30_UzmWi)^^^'t^o 
[0133] 

>^5^'y ::^T301~T305 : 017CD|li6M(2)(^X7^>y:/T2Ol~T2O5^im^T*fe'So 
>^7^'y >^T306~T308 : A30_l<DmWf)^^\BVt=.:it^B'tSMPh'^^yZf^ 
y±-V821t)^-^~A30_l-fy^tb'^-AmW"^\BM^^W:'i.00(DSM?'r^-t^^mz 
mm-^n. r4xCJ:oT-9— AmiB^mai512*^i?--A30_l®lt^^lHS:^>ISiL, 
if-A^fHji^gP13^^»ff So Je<Jl(Z)»|^^tt, ||J6M(2)<DX7^y >^T306'-T30 

[0 13 4] 

><.7=--y >^T309, T310 : if - A^IHS^gpiSli. IPT K U':^7^-^;i/71 J; Ui^-- 
A30_llCT^i2:^?:l^*TT^irXT^3S;A^ofe^^>r r > h20_l^®IPr K.U' 

-;i/822$:. KUXT--^;i'75S:#MLT#fe. h - ^ 

ai^ffi50ic*fi^;-r-5:>i-;i/r Ki/:^^iC3il^f'5o r(Z);ji-;i/822<^)fl|fifeti, mi 
8izBLr=.:^-mi2(Dm^t:m^v:&^o 
[0 13 5] 

^5=-'y yT3ll. T312 ; Hs^y h - ^^1f H^BSOlCfe V^T, POP^ -;i/^'^g|J54ti 
^«I6<J tc >'-<30_Mic r -fe x ^ 10®^ - ;i/i^M^5m® ;i - ;i/82 

2:«)^>^:/-;^§tlTV^S^#. ^n&^Mb, ^IBM^^ -;l/^llfiSP5lS:^^&t- 
<^>o 

[0 13 6] 

f£i5. P0P;*-;i/^ftSP54*^ ^m6<;iC:*-;i/-»?--/"«30_MlCT^-feXLT:^- 
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m^miH&^-rSNMPh'^^y ^)/i2-S;824S:^'y h - ^ <tSlgS50®SNMP"7 
^-2;-V52{Ci^U, SNMPh^-;:;''^ >yfe-i/"824$: h LT, POP^ 

g|S547b^ - ;i/-t^ - y'^30_MiC Ti'-feXbT:pl - ;i/822 $: U T * J: V ^ „ 
[0 13 7] 

r<7)^-^, -t^-ZlSOcDSNMPx-^Z^x^ h32fC«. ^ - iJ^ If S^S SNMP 

V ;^ - ^ 52 SMMP-^ - ^ L T L T < i^I^M S . 

fl^) ^ #M L/T;>l-;i/822lC^a^$ 41 ;t^^>rT> h20_l^(Z)IPT K UXlC>t>f/;S: 

fH b 7^1 ^ ^ ^ -9- - 1^ IH ^ - ;i/823 SriiiS f -5 o 
[0 13 8] 

r^llCj: HIW*®-!?— A30_Ucr^.-fe:^S:^*fe^'^^T> h20_l^®^ 
##ic, •!J--yl3O_i®|^W7&^^f0bfezii:$:®^-t--5zii:*^prtglCJ&So 

|2124li, BI23CD 5^ y ^T309tC i3 •& - IHS^gP 13© J: U M^MS :7 

[0139] 

>^S300~S303 : M^§|S13tj:. IPT Kl/>^5^-^;^7l3b^f>'9•-/130_l<Z)|^ 

I3®i&#li, Efi9lc^L;t^JfeM(2)icfelt§-9-->'\'^I0jt^gpi3©;^^^>^S2O 
0~ S203©ifr# T' S c 

[0 14 0] 

^7^-y>^S304. S305 ; jl^^pi3tj:, Mm^tlT^ mmW^^M^-t^^) 
T> h20©IPT KUX*^MV\#-a-, ;^7^^yyS308iC3i*^, ^'^-rr> h20©IP. 

[0 14 1] 
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>^5^y:/S306. S307 ; -;i/7 K U^^^b^^ljgtlT V^&^-^. ji^gpiStt, m 

o ^fe, =^iHji^$feiPr Ki/^«^^-;b822ii, mmz.^Lr^mmm^%i?7 

K> ^ - ;b812 h I^^T' ^ 5 o 
[0 14 2] 

X5^>y :;^S308 : ii^SPi3ti, ipt Kl^X7^-:/;^7l3{)^e>•9■-/"?30_l^t^*34^^c 

rtilCcky, ji^SPiStt, ^f0ii^^ -;i/7^^aiS5i®^-;i/T KUX:*^-9— A 

^^S:^^^^' v-f T> h®IPT Kl^:^$:^IH®^$feIPT KU:^'[f#^ -;i/822T' 
, =^lHii^^ -;i/jiM^5UC3i^-t^ <i: o icsmtp;* -;i/ji{gg|si7iC'6fe^Lfer 

[0 14 3] 

BI25{i, Bl23CD;^7^^y ^T311{Cfel-tS;^^y h ^7 - ^ ^aig»50®^IHji^^ - 

;i/3^#BP5i ® <fc y i^Uff 7 n - M ^ b T V N s o 

;^7"-yyS310~S314 : ^IBM^^ -JimmM^Ut. ^« b fe^lHil^^felPT K 
\y 7^ :A->a/822A^e>, Sfc|^tfJ(Z)i?— /"?30_1 IC T "fe X S: MS^^^T CO ^ ^ >f 
T> h20(DIPT Kl/'X^rMm-T'So 
[0144] 

\ik±,(DmmX. 02O{C^ L T^iUMM (2) {C l-t S -tf - >'N'30_1(Z)^ fH ji^ ^ - ;i/ 

ji-^SPSi {c J3 it S ^ 5^ y ::/S2i0-'S2i4O|&f^ i: l^^i? & 5 » 

[0 14 5] 

;^^>y :/S315~S317 : ai#g|S5Ui, ^[Bil^M^^ -;i/T K UX^^MVn*-^, 

'»$g^-;i/822 (gii8#M) *^e>itw^i0i^-A3o_i®ipr Kux$:iftm-rso 
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S^tC. jHfiBPSUi, DNS(Domain Name System)-!?-- A^C50V^-^4^^^S:^?V^ " 

30_1(Z)IPT Kl/;^" SriaAfSo 
[0 14 6] 

S^®507b^ b JzIM $ *l -5 3 (C j5i -5 o 
[0147] 
[4] ||MM(4) . 

lliiM(4)T'tt, USSMCDiUm^ic, -9— A|^^^fgii^^giooii;i/-^f40ic 

[0 14 8] 

miZ. •9--/1|tW^ffiSPll, i?-- >'A'^l01^mai512, ■9--Ami0jl^g|$13, SNMP-7 
:^^->;?^i6, SMTP^-;i/3?IM§Pi7, IPT KL/x-5^-y;i/7i, :5:r>*^^-r r> 

14, ^ ^y-fe-i^jll^mSlSlS, ;S.tJ^HTTP^7x:/-»?■-AillggP18$:^g;tTV^SZ:i:*^ 
> IIS6M(l)<Z)-9— A|^W^[03l^^SlOOi:M^oTV^So 
[0149] 
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[0 15 0] 

HTTP':7x:^-9--/^li|gg|J18«, HTTPCHyperText Transfer Protocol : J\>( A- 

So 

[0151] 

r >f r ^7 -;v b T^SS tlT v% § . 
[0 15 2] 

-r heOMlCti, ^^^-YT^ h20_4~20_6, 20_7'-20_9, -A^g^ 

igcStl, h^-^63tItCtt, ^'^>rr> h20_l-'20_3, ^ A30_M. 
1?-- A30_l'-30_3*^g?i|^S tlT V^S„ 

2!tt>*rco33e;^|Bl(c«j||$ti'5lP>'l>:r^y :^T\ ^40^ii-5 r i:,lc;5;-So 
M;tli> >r heOlC^MStlfe^ ^>rT> h20_4;b'!, y h 17-^631^ 

© -9- - A30_l \zy^^7.\^fz. ^ -r T > h 20_1 fcif - A30_l i: (Z) T^T' 

^n-SIP^N^^r^y Mi, ;b-3r40$:Ma LT^it^tl'So 
[0 15 3] 

13281*. iJ^^>rT> h:Ji-;i/T F^'X7^-:/;l/74S:^bTV^-5o ^(D'r-'ZfJV 
74{Cli, 0 5lC:utLfc7^-y;i/73i:|^^fC, T > h ® IPT K il -?-<3D 

[0 15 4] 
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>^7^y ^T400 : '^-A30_Uzmmt)'^^^^^. 
[0155] 

feSbtC. ■9--yN'30_15BlC=i:^^' i/3 >g^(SYN)IP/t'!r-/ h831?:i^M-r-i)o 
,X:fL2_^T402 : ;b-^40tt, IP/\°>!r y h831$:-b-- A30_UC^ji-r-S. ^^iZ. 
Jl-"$tAOit. IP/1>^*)/ h831(Z)/s^y ^5r (S7(l)#fi^) cfc U JJIMtc^' T > h20_ 

4(^iPTKi/x, ^$fc-y--/^30_i®iPT K^>^, ;S:t)fTCP/\^i/ tjf© r$fjt^tf>y hj 

[0 15 6] 

;^-^5?40^cfev^T, -^--A^^i^mgisiui/ iP>'A°>5r h83i3b^i3:^^^i/a 

:^(SYN)IP/\°>!r»y h-e^S^-^, - A30_li!s^ ^ ^ ^ T y h20_4{Clpli)>-9 
>M^fll^(SYN/ACK)IP7\°>!r^y h ©^ffi ^^"T^o 
[0 15 7] 

•^Jfe^Dt), ;b-^40li, i^-- /t30_l;b>e><7)IP7N°^r^y h S:^- ^ -e<DTCP/\ 

mm^yhi = "SYN/ACK" , J.O f^mmu^^s = "^^>(ryh2 

0_4:^^P>IP>'^°>^^^y h831(D r<>->^>x#-^j +1" T'fetili, IPA°>!r^y h Srn^ 
^' 3 (SYN/ACK) iPA>!r«)/ h-e^-siifrj^f -So 

[0 15 8] 

0, (SYN/ACK) IP A>!r^y h §:^mT' ^ ^ V^:^-^, it- A30_l7b^|^«T'^-5 ilflimt* 
-g-LT, -!t-A|^*^ffi^JpiHi, IPT Kl/;^5^-^;i'71 (04 #M) ICi?*- 
A30_lCDIPr FbJ^&I^Wcp-b'-Ail LT^^i-r-Sc 
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[0 15 9] 

20*^e^, -!^--A30_UCT^-feX^**'5fTt?tlfe«-^, IPT KL/X7=-->^;i/71$::^ 
[0 16 0] 

[0161] 

fP^m^LXi5<. 

zitifcj; -!?'-A30_HCT^'iz:^S:M«^Tr^ir:^"e^J&*^ofee7^-YT> 
h 20 I FT K 1/ >^ 5^ - ::^;i/7UC ^li-r S i: oTtg {C ^ S , 
[0 16 2] 

rcD^, ■^-AmmmBm^mmiooiz-33\>^x. mmmiDummK. i^-a^ 

[0 16 3] 

rtltCj; mW^iZ-^-^^30_UZTi7izX^n^r^^'^^Ty h20CD^'f^# 
li, I^Wff^O•9-->'^'30_l^CTe7■fexS:^U7gt-r i:J5:<, I^W^IHsi^^ 
^'^LTtm, -9--/'^30_Ucr^'-fe;^1-ti«<J:v%, 
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[0 16 4] 

^ <5 «b 0 ^ s & ^ t ^ s o 

[0165] 

^fe. IIJgM(4)(Z)j!Q.gi#Jli(2)T'«, iJ'^-f T> h20;0^e>(DT^-i2XSI^lC# 
[0 16 6] 

A30_1®IPT Kb>^li. S29(D::^7^y yT400'-T403il|SI^®i&'f^"T?, IPTKl/>^ 

T.'ryZfTAn : i7 y y h20_Ai!}^. i?- - >''?30_1 Jif - h ##80 (HTTP) -e n :^ 
^ a > (SYN) I P A° >!r h 841 ffi -r -5 o 
[0 16 7] 

;^7^-y yT412— T415 ; ^40f%(Z)-9-- Al^^^fBil^i^SlOOlC J3 V^r, i?"- 
A|^*=^ffi§|SlUi. IPT Kl/X5^-^;l/7UC■t^-7^'30_l(Z)IPT 
TV%S#-a- (-r^t)-^, ■9--A'30_l^C»W;!)^f§^bTV^€>^-a•) . IPA>r'yh84 
i<?)ip/\»y ^(EI7(i)#M)® r^nh3;i/j = "TCP" , K-dtcp^v^ (Ef7(2) 

® r^^^K- = 80 (HTTP) ©i:^, HTTPfC J:^-9--yl30_l^®r ^ 

izP^m^ummLx. iL-if^D h=i;i/f^s^mpi4S:jgi&-rs. 

[0 16 8] 
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3>il*(SYN)" X'$>^m^, ^^■b--A30_UCf^*)U=i:^^2/3>||^5|^(SY 
N/ACK) IP/\°>!r >y h842$:ir5-rT> h20_4{Cjgj^-r^, 

i^^>rr> h20_4li, f5^(ACK)IPA>r>y h843^jgj||-rSo rtltCjioT, 
^ >r T > h 20_4 1-^- A30_l t ^IC^^K6«J>5:TCP3 a > (HTTP-fe y iy 3 

[0169] 

;^-T->y yT416 : ^ ^-f T > h20_4li, ■9-->'\'30_l5B(Z)HTTPU h'fg#844& 
>^5^>y :^T417, T418 : HTTPU ^'Xy^ h«#844S:^^ b i'^JfildgglSHli, HTTP':?^ 

[0 17 0] 

|1132(l)li, ^^>rT> h20_4(D^5^1ifM{C^^$tlfeltWJ1^^^7'- ^845 
®— M^5^L/TV^^. ZlCDSMlCti, ■t^--A30_lJ()^|m*ttIT'r^-fe;^T'^^V^g 

(D^^i:, -t>--7N'30_i(OiPr Fi/;^i:. •9--y^3O_i^o|^S*'5mf0Lfei:^, r-tf 

[0171] 

Z^1.2_^T419: i7^^ry h20_4li, 1^-- A30_l^©;j<- N #-^80 (HTTP) (Z)^ 
S^M* (FIN) IPA->^ h 846 jSlffif <S o 

>^-7^'y ::^T420~T424 : ^TOl4tt, -9-- A30_l<Df^fc U lCIP>'1>?r y h8A6^^m 
L, IP7N°^>y h 846 (cM-t -5 j:5^(ACK) IP A>^r^y h 847^:^1 ffif'Sh^^ tC, TCPin:^^ 

^ty3y(Dmm^^^t^mmM^inii)iP7i^v \^8A8^mmt^o 

[0 17 2] 

^^>f T> h20_4li, ^MUfcIPA>!r^y h848(DTCP/\y r^J^^tf-y hj = 
"i3:^^i/a>'-^^S^(FIN)" T'^-^cDT', :n ^ ^ i/ b y-m^^m^n^ o 
rtl{Cj;oT, ^"y^iry h20_4i:•t^--A30_lc^)^4T'^{K6lJ^C5i5i$tlfeTCP 
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7.7- V ^T425, T426 : ^ ^ >r 7 > S 20_4g)j^f^#tj:, ItW^IHii^^r^M-T-S 

±MUfeia32(i)(DM®±tcg^^e#co^-;i/r ^\^7^-kKti^^. 

m2>\(r>7s^V ZflMl, T428 ; ^ ^ ^ T > h 20_4li. ^40{C/if- h#-^80(HT 
[0 17 4] 

yT429-^T432 : jt40Cfe V^T, ^ > ^ :7 x - >^>41li. IPA>5r ^i/ h 850 
^^-fiL/, n:^^i^i/a>il*5S^(SYN/ACK)IPA°>!r-; hSSl^jIgMt-So ^=y^y 
>h20_4li. IPA'>?r»y h85UC*ff <2>/S^(ACK)IP7N">^>i/ h852S:jgfit-'5o 
C J: »J, ^^>rT> h20_4i:;i/-^40il(3Dr^{CTCPn^i7S/a >90l7b^?t3i$tlfe 

[0 17 5] 

X^iy^l433: ^^>f T> h20_4li, -9— 7N'30_l®ltW^rHjt^;5)^igMir'feS 

M#853^itait-Sc 

^T434'-T437 : jt40{C V^T. ^ "fe - i^'j^MBPlSli. I^W^IH 

a^3()'?ig^M'efes#-^, ipr Fi/:^7^-^;i/7i;s.t^^^>rr> h;*-;i/T Ki^x 
5^-:;^;i/74{c, ^ti^ti, ^^^T> h2o_4(Z)ipr K^'x:a.tJ^^(Z)^##®^- 
•t S ^ A?) ® Sfiil^S^f' - 3f854$:^v-fT>'h 20_4{Ci2|{g-t -5 c 
[0 17 6] 

Iil32(2)tt, ^^>r r> h20_4(D^m®®lC^^$tl7S:^i©jl^^^T'-^854 

-/\'(7)|^«^f0$:ji^-r-g>©®35C*^, ^^$4xfe^-;i'r Klx>?.= "abc@dd.e 
ee.co.jp" i:, |l|§cfi®-9--A30_l(OIPT FW'>^= "172.27.178.80" ilA^^a^ 

[0 17 7] 

>f r> h20_4©^^®®lC«, •9--A30_l®|t«=^IHii^S:^T*3J&V^^;^)^^^$ 
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##80(HTTP)T'TCP3^ ^> 3 >901(7)^3J»T$:^7e) 7t«?)(Di?J»T^^(FIN)IPA>!r^y 
h855, ^5^(ACK)IPA°>r^y h856, ^B^H^ (FIN) IPA>r |>857. JtTO^CACK) 
IPy^^r^y h858*^it^^$tl, TCP3:^^i5ri/3>901*^-WI^$tl'5o 
[0 17 8] 

>^T443, T444 : -9- -7\'3O_10ltW;&'^=SlH L :t#-ir. 121 6 tC:^ 
1) ^S#JiIR<?) :^ 5=- ^y :/Ti06~Ti 10 i: |^#-?? S „ 
■TJ&to-b, '9--A^fBil^§P13*^ '9--/130_lA>e>(^)SNMPl>^»y::f:* yi2-$^ 

KW;^^lc-!^--/\'30_i(Z)|^Sm(Hji^^-;i/ (I1I8#M) $:iBM-^<So 

" [0 17 9] - - - - _ . . . 

^^3, •9--A30_l3^)^p,<DIl:^^i/^>^!t5i^B:^(ACK)##^^'©bfei:^, ip 

T KL/^7=^- >^;l/71^C-^?--7^'30_l*^|^«ctJT'fe-g>il^#$tlTV^e«-^^C, if- 
A30_l®|^$J«)^^[HLfe^f^J^LTtJ<kV^o ■ 

^33~035tt, -etl-^tl, IIJgM(4)(Z)«!.a7n-(2)J3l:J--5i^-/1|^»1^mSP 

[0 18 0] 

EI33S:#MLT, if-A|^»«^mgPll®#«ffl>&l&f^S:Je^rJC^^-t'5. 
2^±v:l^^'. -^--zll^W^ajllPlUi, :^»y hy-e7 63|^©i?--/'«30_13ig®IP 
A'-y^y h84lS:^M-t-5 (EISO®;^^^ ^y yT411#M) o 

X7^-y ^S401~S404 ; ^m^PlUj:. IPT K U'^t^- >^>71 (0 4 #M) tC, 
ic-b-- A30_l*^|^«f^JT'feSi:^^$tlTV^S*^S3()^^;g|mL, ^^$4^TV^;5; 

IPA>?r^y h841*^TCP3:^^^e/3>M^T'$>S*^?5*^S:f!ISrjL/, TCPn:^ 
i'i/3>ll^(SYN)IP7\°>!r>y hT'^-2>#-^, A30_l*^ ^ ^ ^ T > h 20_4}C 
IbT :t 3 :^ ^ 3 >il^5g^(SYN/ACK) IPyN° >ir^y h SrMm-T'So 
[0181] 
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::^5^yyS405~S407 ; ^^fflgpiUj:. m^^^r^JSilP^fC n :^ ^ >> 3 >il#5i^(SY 
[0 18 2] 

zitilcfcU, A30_1®IPT KU'::^*^ l?r ^ \/7.7-'-zf)\^ 

X7^y>^S402, S408~S410 ; -9--y\'30_l;b^lgg4'T-fe > ^(C IPrKl/>^7^ 
-:/;i/7Uc^^snTVNS^-^. Itmsisiili, ip/t>!r^y h84iOD TCP'S y^5fCD^5fe . 
jj<-h##= "80" T'$)Si:$, 3.— »f::/'n hi3;i/f^S^)igg|Ji4S:^l&LT, iii^ 

5^g|514{C^^-f T> h20_4^t)J-»^— A30_l(Z)IPr K 1^:^ Sr^g-tc 
[0183] 

r tl C J: U ; 14ii, l^-W *® /i30_liC'f^*5o T > HITP3f D. h. H )V ^. 

m^t^^tii^-^miz^^o m^^-h^^^ "8o" x*$>^m^. i^mmm. 

[0184] 
[0 18 5] 

20_4(Z)IPr KU>5.*^^^$ti7tH^7!)^--^^r^$:jg^-TVN-g>^-^lC%, =l-^^ 
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^R3#-&-r -6 <fc e> L T J: VN„ 
[0 18 6] 

o 

::^5^-y^S420, S421 : ^j^gpUli, L :t IP/^'^T y h *^=i a (SY 

12~T415#M) o 

[0 18 7] 

:^5^y>^S420, S422~S424 : ^fiUfelPA^^y h OTTPt"- ^ T'feS^-^, ii^ 

T Ku:^^in^-5o 

[0 18 8] 

||5§gBP14li,^HTTP7'-^ $:HTTP'^a:^-9--7\'#|ggI518C^g1- (EISO 
r®^, HTTP'i7ai>^-t)— Ail|gg|S18li, Ji^T F lC^/S^-5Ma(jSi&) 
[0189] 

>^S422~S426 : ^^b^IPA>!r^y h =i :^ ^ 3 ^-^f^M^ (FIN) IPy1>ir 
»yhT'feS#-^, jj^SggPHli, A30_l©f^t>y {C, TCPzi:^^r>>3 

>900®fJ|^^il$:ff e) (llI30CDX7=-^y ^T419~T424#M) c 

035 & #M L T, ^ -fe - t^M^mm i5<Dmmmi'^^pj.rizm,m -t -s » 

[0 19 0] 

7sv^y:fSA30, S431, S432. S436 ; jtj|^MSl5a, >C ^ Srttai L, ^tl*^ 
«:M*'r-5®®-r^-S;^'(HTML7^-iJf, EI32(1)#M)J Srf^^fS, 
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[0191] 

^^^5=-^f845$:f^mL, ^ ^'T T > h20_llCitM-t S (EI30(Z):^7^-/ :fT417 

, T4i8#m) o zcommm^mm^-^sA^izit. ^^>rT> h2o_4A'5ii^<^Mi/ 

Mgpi5;^'Jit:g^^l&$#lS J: -5 r K 1^;^ 5:il«)3it/„ 
[0 19 2] 

;^7^'yyS431, S433~S436 ; ^^>ry> h20_4{C 33 V^T. 

X h^#853 (031®XT'»y:/T433#M) U $fc(r ^ "feJ^^fe) T F LT 
[0193] 

^'^>rr> N20_4, HTTPU ^^OQX h^-^853$:if-7t30_i:g;t;^^-1'r 

> h20_4(Z)IPT \^V7s%nW-^'y:f<mL\^X^^^i:o\z^m.-t^. 
HTTPU ^xx h'fg-^853tt, :3.-if:/n h n;i/f^a,!^5igipi4S::n^i-z:i:^<HTT 

[0 19 4] 

^;^-5^-:/;i/74tc;*-;i/T Fi/:^i:iPT Fi/:^S:2^l^"rSo 

-fe-i;>"3i^MSP15«, ^{C cfc ^'^-f T> hcZ)IPT Fl/^, -9-- A® IP 

T Fl/X5:»ffiL, IPr F^X^-:/;b71c^)|^$cfi(D-9--A30_l{C^^S;f -5 U > 
^JC^^^-f r> h20_4(Z)IPr Fl/XS:^^8^bT=fei:v>o 
[0 19 5] 

$^{C, iH^^gpiSlj:, ^M%T®®-r^-i^' (032(2)#M) Srf^^L, ^ 

© ^ HTTP -t; i y -9- - i8{c -fifeM-t -s o HTTP jmmw>m%. 

lS®-<^-S^'$:3^m-t-5feto®^'©ji^*^-r-^f854S:#^U, ^'y^iry h2 
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O.UCiU'^-r (031®;?.5^^y:/'T433-'T437#flg) , 
[0 19 6] 

[5] mmmi5) 

EI27iC^ L fclligM (4) i: |^#T' ^ o 
[0 19 7] 

S3o;5ttJf|g3ic^Lfe^ifeM(4)®«is#mMicfevvTii, "m^^lHii^^ 

^ (HTTP U h ^#853) li, ^^^.-r r> h20_4i:;i/-^40^(Dr^T'5iilL 

feTCP=i:^i^i/3 >90lS:^aLT, S[g^, ^ 40{Cftf;(jD$ 4x)^i?-->''?M^I0 
ii^^fflOO®^ ^yi2-e^j||^figIJ15{Cj?l#$tlfe (E|31®X'5^»y :;^T432-'T435 

[0 19 8] 

*IIM^J(5)lCfcV^T«, ^7'-^(Z)j||fg5fc&l^»tf®i^--A30_UC|S:^U, 
"rjai*?*), i^'y^yy h20_4i:-9--yt30_lii(Z)KlC^iK6!f:&TCPn:^^i/a>S: 
?fi5il.> ;b-^40|^(Z):3.--!f::/'n h=i;i/f^giJii|5Sapi4:«)^ -b--A30_l<Z)f^t) U ic 

[0 19 9] 

igi36:BLrjf|ii37ii, ||^6M(5)^c^3^■^s^Q.al#Ji^M^^bTv^So jKo^as^m 

:/T510~T518 : iJ--7'^30_l{C|^^7{)'^|g^f -So (Dif- y'^SO.HC T ^J' -fe 
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[0 2 0 0] 

l^'r^yzf 1519^1522 : ^ T> h20_4©j^'f^#A^ - A30_l<Dmm"^mm 
[0 2 0 1] 

&.±<Dm^\t. |gI31{C^b;t|IWJ(4)CD^5^>y yT425'-T427, T432, T433(C 

mithtir:iicpii:^'^i/3y9oi^m^vxmm^n&o 

>^T523--T526 : yk-Vm^mmi^lt. Hl^^fHji^^ 
[0 2 0 2] 

$e>lC> i^^#g|S15li. ^^-rT> h20_4lC^#ji^^^7=^-- ^Jf 867$: 

So ^^-rr^ h2o_4(^^^®®icii, ms2i2)iz^Lt^^m^rmmt>mm-^ 

tlSc iJ^±®l&f^li, |1131(^;^7^^y ^T434'-T437{C=fB^-r-5*^, .llifeM(4)T'li 

, ^mm^m^T'-^it. ^^>(ryh2o_A}iji-ii4ot<Dmizm:^^nt=.mi&i 

6lj:S;TCP=i^ ^ 3 >902S:M* LTiH^^ tl-5o 
[0 2 0 3] 

::^T527-^T531 ; M^etfi^^TCPn:^ ^ 3 >90275)'J-Wf^^tl§o 
:^5^-yyT532, T533 ; •9'-/l30_l<Z)|^^:;b^^lB b> ®6lC^b:t||J6M( 

b ^ -r T > h 20_4^ (ciBfS ^ ti -5 o 

[0 2 0 4] 



4 6 
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[0 2 0 5] 



X & T r ^ -fe >^ T' ^ o 7t ^ -r r > h ^ m -5 -b- - Ai^*^ map , 
m mmti^m m b 3 s: ^ m f s it^ - /t^ ib^ mm t.. mmmnf^mB u ^ ^ ^ , 

^ -fe ;^ ^ ^ o ^ ^ >r T > h fC*f b T IH L r ^ ji^f -5 

So 

[0 2 0 6] 

[0 2 0 7] 

(#IH5) ±fB®#fB3 fC^VNT, 



(#fH 1 ) 



(#12 2) 



4 7 
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[0 2 0 8] 

[0 2 0 9] 

[0 2 10] 

[0211] 
('f!fl3 9) _hlB(Z>#ie2lCfeV>T, 

[0 2 12] 

(#tHl 0) ±ia(D#fH2 ^CfeV^T, 
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[0 2 13] 

(^121 1) ±iao#fai o^c^3v^T, 

[0 2 1 4 3 

(#gai 2) ±§H^^#ta5x^i6^cfev^T. 

[0 ^ ^ r > htc ii^T' ^ ^ i: ^ {c -r ^ r ^. L ^ -b- - AI^W^ 

[0 2 15] 
(#SB1 3) ±fH<?>#iai 2lCfeVNT. 

o 

[0 2 16] 

(#iBi4) ±ia<©#ia2jc^v>T. 

l^«7()^'^l0L7ti:^, MIS|»m[0ii^7b^^e^SIT'S>S*^^*^®^V^-^-&&t^*■?■(Z)^5 
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[0217] 
(#fHl 5) ±fB(2)#fB2{Ci3VNT> 

v^^'^m^^^^^\z.mh. m^^-^mm'^mm. m^%(Dnmm.mm^^mw^ 

[0 2 18] 

(#131 6) ±IB©#IB1 4X1*1 SlCfev^T, 

[0 2 19] 

(f^tlH 1 7 ) _t:fH®#fH 1 4 lci3V>T. 

[0 2 2 0] 

il^g ^ a U T - A © 1^^^ (Bii^-t S % CD -5 o 
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[0 2 2 1] 
[0 2 2 2] 

- [0 2 2 3] 

gP:?)^, ^;i/-^®iCMPr^n h=r;i/(7)5B$fePJM^|g;* «yfe-i^'{c«o'^. MT^-fe 

. mm^^^<D'^-^^iz.r^iz:^^^^xr^-k7.x^^i!}^^rc^^'^ry h ^ 

[0 2 2 4] 

ti'^^mizf^^. 

[0 2 2 5] 
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[SI] 

[0 2] 

o 

[0 3] 
[04] 
[0 5] 

- :/ ;i/ M ( 1 ) 5: at L 0 -e s o 

[06] 

tc-g^ S iJ- - yN'ltW^ m'^^mm.O>mmm (D e^^ttS^fllM §: ^ L i> - 
[07] 
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So 

mio] 
mil] 

[012] 

ic^^ it - Ai^M [0ii^^«<z)iiMM (1) {c ^ -y- - A« [H^ms 

[EI 1 3 ] 

W {C-^ "9- - A ItWm fH jI^^S® ^iSM ( 1 ) fc S -9— IHii^gp 
(D^myn-m^^^tLyu-^^'- hmx-fe^o 
[Ell 4] 

2fi:|§^{c-^S1?---A'|?Wm(H3i^^S(^)^igM(l)lc^t-tS>r >^ 73i--;^<^) 
[Efl5] 

[Ell 6] 

[017] 
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[018] 

[1^1 9] 
[02 0] 

ic-^S -b— [0 ji^^tt® ^JgM (2) \z ^ i-t -5 =^ I03i^ ^ - ;i/ it 

[1112 1] 
[11122] 
[02 3] 

0.9 fc ^ -b- - A It «^ (Hil^^a (^) (3) ^ MSI^jiRM ^ ^ L 
[02 4] 

[02 5] 

W lc#-5 -9- -r 711^^^ 10 ji^|g@(^>IIMM (3) ic 33 -5 ^ 10 ii^^ - 

[026] 

W # § -y- - y It »^ 10® ^^g® IIMM (4) & t>* (5) §: ^ U ^ >^ n ^ 0 



5 4 



ffiStE4t 2001-3092394 



#2 001 — 23849 



[02 7] 
[028] 
[I1I29] 
[030] 

tC'g^ § -9- - IHii^^«(D|ligM (4) ©MS^MM (2-1) ^ L 

[03 1] 

i/->!r>:^0i?feSo 
[032] 

[03 3] 

[034] 

-g^ § i?- - i^w^ mmmmncDmmm (4) ^ i-t ■§> - if ^ n h n ;i/ 

[03 5] 

ic'g^s -tj- - mmmmma^mmm (4) e i-t ^ iz - s^'iiisfi 

[03 6] 

TO ic ^ S - A IHil^^M ® (5) OD ^S^MM ( 1-1 at L 
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[03 7] 



100 




\ 






11 




12 






13 




14 


- if i:/" n h n ;i/f^il,^3§g§|S 




15 




16 


SNMPv:^-^;^ 




17 


sMTP^ -)vmm^^ 


18 


HTTP X y -b- - yttHtggP 




20, 


20_i~20_9 ^^^yyh 30, 


30_1~30_3 -tf-y-? 




30_M 


31 






32 




33 


SMTP^ - - 




34 




35 






40 




41 






42 




43 






50 




51 






52 




53 


SMTP;A-;i/j|IM§P 




54 


P0P^-;i'^MgI5 


55 






60 


-r > ^ - h 


61, 


62 •9-^:^<>^y , 




63 




71, 


71a'-71c IPT Kl^y^ 7=- 




72b 


ipr K^X7^-y;i/ 






73 


^^^yy h^-;i/T Ki/X7=-- 






74 


^^>rr> h:?i-;i/T 






75 . 










801 


lPA'>r»y h 


802 


ARP||^:jI v'^-V 




803 










804, 


811. 821, 824 SNMP V'yv':fi^v^-'V 




805, 


813. 823 "^-nWU^ 
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812, 822 ^mmm^iPT 

831, 841, 850, 861 a:^ a >M*(SYN) IPA^ h 

842, 851, 862 3 :^ ^ i/ 3 >M^5i^(SYN/ACK) IPA°>!r h 

843, 847, 849, 852, 856, 858, 863, 869, 871 fS^CACK) IPA°>!r h 
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